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Agenda

1. Welcome1. Welcome

2. State IT Plan Review2. State IT Plan Review

3. Application Replacement Lifecycle3. Application Replacement Lifecycle

4. Review IT Project Ranking Process 4. Review IT Project Ranking Process 

5. Security Audit/ITD Security Approach5. Security Audit/ITD Security Approach

6. Other Business:6. Other Business:



State IT Plan Review

Presented by:  Nancy Walz
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State IT Plan Review
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Application Replacement Lifecycle

Presented by:  Jeff Swank
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Application Replacement Lifecycle

Prior activities
22 Systems replaced since 2001(Large Projects only)

2007-09 Planned Activities
33 Systems replacements are included in IT projects

12 in SOSKB, 4 in NDPERS, remaining 17 are separate projects
21 Systems replacements are included in IT Infrastructure

Activities beyond 2009
9 Systems reported as planned to be replaced in 2009-11
7 Systems reported as planned to be replaced in 2011-13
2 Systems reported as planned to be replaced in 2013-15
286 System reported as no planned replacement



Review IT Project Ranking Process

Presented by:  Jeff Swank
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Review IT Project Ranking Process

• Agencies submit projects as part of their budget request
• Agencies include a priority on the project request
• Agencies complete a self-ranking for projects over $250,000 
using General funds
• Project plans for the projects to be ranked by SITAC are printed
• SITAC reviews each project and completes a ranking worksheet
• SITAC reviews the results and completes any adjustments to the 
ranked list
• The Governor’s office and OMB publish the Executive 
Recommendation
• The Legislature considers the requests



Security Audit / ITD Security Approach

Presented by:  Dan Sipes



18

Security Approach

Dedicated security team of 3 staff members
(Member of MS-ISAC and InfraGard)

Virtual security team which includes each division of ITD

Enterprise Architecture Security Domain team which includes 
representatives from 12 agencies – published security 
standards and guidelines

SAS70 Audit every two years – includes penetration testing 
performed by security consultant
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Security Model – Asset Protection

Data is owned by the agencies who grant appropriate access
All ITD personnel undergo criminal background checks
User ID’s and passwords are required to access state systems
Verification procedures are required to reset passwords
State agencies are required to run current anti-virus software
Spam filters are in place at the e-mail gateways
ITD manages firewalls to protect the network perimeter
VPN concentrators allow encrypted remote access
ITD utilizes card key access to all ITD facilities
Audit logs record access attempts and failures



20

Security Model – Assessment/Monitoring

ITD performs pro-active patch management on ITD 
infrastructure

ITD performs Vulnerability Assessments on ITD hosts
As recommended in the recent SAS70 audit this will be extended to 
agency hosts in the near future

ITD maintains Network Intrusion Detection devices on the 
network to monitor for network anomalies

ITD monitors various security sites and listservs for latest 
security alerts and activity
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Security Model – Agency Responsibilities

Designate an agency Security Officer
Often the IT Coordinator for smaller agencies

Security Awareness training for employees
ITD has resources available for use

Develop an acceptable use policy
Enterprise Architecture has a sample policy available

Review existing user ID’s and access rights on a regular basis



Other Business:
ITD ~ Capital Wireless Project

Presented by:  Lisa Feldner
Jerry Fossum
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Captiol Wireless Project

RFP Awarded to Xigent Solutions
Aruba Equipment
One year contract with three one year 
extensions

Three Phases
Legislative Wing
Capitol Tower
Judicial Wing

Additional sites to be determined
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Wireless Project

Vision
On the edges of the network, wireless 

will become the primary means of 
connectivity.
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